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BACKGROUND

Since December 2020, there have been reports of both distributors as well as several of their pharmacy 
customers receiving telephone calls and/or emails as part of a sophisticated “phishing” scam to unlawfully 
divert pharmaceutical goods in transit. 

These scams are not new. Once largely focused on trying to obtain products related to diabetes testing and 
treatments, the attempts now include prescription medications and medical devices. 

information, account login credentials, employee names associated with accounts, contact email addresses 
and/or a pharmacy’s federal or state license number. The scammers ultimately use that information to engineer 
the diversion of products as a misshipment — or the false reclamation of a defective product. 

The illicit tactic used is known as “social engineering,” or the use of deception to manipulate individuals into 

use social engineering tactics because it is usually easier to exploit the natural inclination to trust than it is to 
decipher ways to hack into a company’s IT systems. 

The pharmaceutical and healthcare products most recently targeted have included anti-depressant, blood 

METHODOLOGY: PHARMACIES

There are several methods being used to scam pharmacy customers. In one of the most recent scenarios, the 
scammer will telephone a pharmacy and pretend to represent the state’s Board of Pharmacy or Board of Health. 

pharmacy’s business address, hours of operation, phone numbers and who the principal contacts are, among 
others. It isn’t long before the caller eventually asks questions such as the names of the pharmacy’s primary and 
secondary wholesalers, the types and cadence of their business interactions with their wholesalers; in some 
instances, the caller asks for account numbers and account passwords. On certain calls, the perpetrator uses 

product recalls.

Another method the scammers will use is to pose as a manufacturer. In this version of the scam, the perpetrator 
will initially telephone a pharmacy and report a product issue that is stated to be the manufacturer’s responsibility. 
The scammer informs the pharmacy representative that certain products they have recently received may need to 
be replaced but, if that becomes the case, a credit will be issued through the original distributor. 

information to be able to issue such a credit. The scammer further informs the pharmacy that the distributor has 

Finally, the bad actors may attempt wire fraud. They will contact pharmacy customers, again pretending to be a 
distributor representative, and request to change traditional payment methods, such as asking the customer to 
send payment to a new or unfamiliar wire account.

All types of pharmacies have been targeted in these scams — large country-wide commercial operations, small-
town single proprietor businesses and, more recently, hospital and university pharmacies. 
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METHODOLOGY: DISTRIBUTORS

A scammer will call a distributor directly “phishing” for account information by pretending to verify a pharmacy 
customer’s licensure. They may pose as a vendor or try to impersonate State Boards of Pharmacy or other 
distributor employees, stating that they need account numbers so they can access correct invoices. 

In certain instances, the scammers have used phrases such as, “there has been a glitch in the system,” and they 
have asked a distributor’s customer service representative to place the desired order themselves. 

In some cases, where the scammer does offer an account number on their own, it has been found that the 
particular account does not have a previous history for the item they are requesting in an order — or that the 
account itself is old and has not been used for some time, or is closed. 

Scammers also may try to create a new customer account, or change a customer’s account information to their 
advantage by: 

• Requesting to add additional names to an account; 

• 

• 

• Applying for a new line of credit.

THE DIVERSION ITSELF

Once the scammers have obtained pharmacy customer account credentials, they use that information to 

distributor. This can be done over the phone or online, as the scammer would, at that point, have the accurate 

If the scammer is successful in creating the impression within the distributor’s operations that a legitimate 
order has been placed by a pharmacy customer — and the distributor processes the order for shipment — the 
bad actors will then contact the pharmacy again, but now purport to be a distributor representative. In this 
conversation, the scammer will indicate that the pharmacy will be receiving a shipment that has been sent in 
error, or that a defective product has been shipped to them, that will need to be replaced. 

The scammer will then tell the pharmacy representative that the distributor will be sending a courier to pick 
up the order to have it returned, reassuring the pharmacy customer that they will not be charged for the 
misshipment or will receive full credit for any defective product that requires a return. 

The courier sent to make the pickup is not aware of the illicit activity, having simply received a routine request 
for a parcel pickup. The courier is most always an entity that the pharmacy customer has never used before. 

The courier also ends up being scammed when they are contacted by the bad actor, again posing as a 

repackager, not the distribution center that originally shipped it.

 
originally intended. That sequence of courier/repackager has been known to be repeated several times in a 
single shipment.
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SCAMMER TECHNIQUES

Through phone conversations
inpatient or even pushy — essentially acting more aggressively in attempting to get an order processed than 
what would typically be expected. In certain instances, the scammer may also attempt to convey a sense of 
urgency, which may lead the distributor representative to be sympathetic and let down their guard. In such an 
attempt, the scammer tries to appeal to the distributor representative’s emotions by stating, “I really need this, 
as I’m out of supplies.” 

Visible telephone numbers in these communications between pharmacies and distributors (such as in a phone’s 

Through email communications, the scammers similarly will “spoof” a legitimate email address by 
simply adding just a single letter or sequence of letters to the actual address itself. An example might be  
“sales@sampleaxinc.com,” where an “inc” was added to what is the legitimate web address of  
“www.sampleax.com.” The spoofed address still looks to be plausibly legitimate. 

It is worth noting that in some of these email correspondences the scammers have used poor grammar, 
misspelled certain words or employed poor punctuation. In certain instances, the scammers inadvertently 

trying to order. 

In all conversations/correspondences, the goal of the scammer is to gain control of the shipment without having 

to change the ship-to address or by a communication indicating the shipment is defective or was sent in error 
and needs to be returned — and ultimately through the medium of an unwitting courier. 

These individuals are very adept at leading the person they are speaking with (whether a distributor 

“leading” technique subtly encourages the person they are talking with to: 

1. Provide information that was not necessarily requested; or, 

2.  

Historically, portions of this type of scam have been traced to several countries — including, but not limited 

perpetuating the scam are often females. Names that have been used by the scammers in past successful 
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RECOMMENDED ACTIONS TO PROTECT 
DISTRIBUTORS: RISK MITIGATION

There are several ways to validate correspondences with what appear to be legitimate distributor customers:

• Validate anything thought to be a suspicious email address: www.verifyemailaddress.org. 

• Ensure any business phone number and/or address you are provided, in any type of account or credit 
https://people.yellowpages.com/

whitepages/phone-lookup
www.yellowpages.com. 

• 

• 

• Be wary of any customer using different customer names but the same address — or the same 
customer name but a different address.

• Be skeptical if the customer is willing to pay extra for overnight delivery but resides in a one-day 
delivery zone.

• www.google.com/maps

• 
authentication process. 

RECOMMENDED ACTIONS TO PROTECT PHARMACIES

similar, damaging scams: 

• If your pharmacy receives a suspicious call asking for account information or any type of distributor 
login credentials, the pharmacy representative taking the call should ask the caller for their name and 
phone number and simply hang up. Immediately after the call, the representative should report the 

is deemed suspicious the pharmacy should also notify their state’s Board of Pharmacy. 

• Protect your account information: login credentials, pharmacy license numbers, employee email 
addresses, etc., are privileged/private business information. All pharmacy personnel should be 
instructed not to share any of this information with anyone calling into the pharmacy. It is important to 
remember that a distributor will rarely, if ever, call you to request this type of private information. 

• If a vendor calls the pharmacy, a pharmacy representative should call the vendor back directly, using 
distributor account information they already have or can reference. 

• Take the time to verify all open orders with any distributor partners. If you do not see the order (in 

• If an individual purporting to be a representative of your distributor reports a defective product, call 

• 
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• Only release a return after you receive a proper, designated return authorization from your distributor 
partner. The only courier that should be permitted to pick up returns should be your pharmacy’s regular 

support line if a courier company, other than your regular courier driver/company, visits your site to pick 
up and process any return. 

• Make sure your pharmacy staff is aware of these procedures so they are prepared to respond 
appropriately should a scammer call. 

• 

• Only release a return after you receive a proper, designated return authorization from your distributor 
partner. The only courier that should be permitted to pick up returns should be your pharmacy’s 

customer support line if a courier company, other than your regular courier driver/company, visits your 
site to pick up and process any return.

• Make sure your pharmacy staff is aware of these procedures so they are prepared to respond 
appropriately should a scammer call. 

WHAT YOU CAN DO TO ASSIST IN THESE INVESTIGATIONS 

It is important in the investigation of these incidents that those pursuing criminal charges against the 

information would include:

• 

• Whether the attempt made by phone or electronically.

• 

• Any phone numbers or IP addresses that might have appeared during communications.

• 

• If contact was by phone, whether the caller was male or female.

• The name that the caller or emailer used.

• 

• 

• The products discussed in any such order attempt.

• Whether any information was provided to a courier that would respond to pick up a misshipped order. 

at cforsaith@hda.org



the nation’s pharmaceutical manufacturers and pharmacies, hospitals, long-term care facilities, clinics and others 

supply chain security intelligence; access to contacts from industry, government and vendor trade disciplines; 
physical and supply chain security assessments; a reference library of supply chain security publications, articles 
and related documents; as well as opportunities to attend educational events.

901 North Glebe Road, Suite 1000
Arlington, VA 22203

(703) 787-0000 
(703) 812-5282 (Fax)

www.hda.org/pcsc


